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Overview

About audit

Budget

allocated

$5 000

Total Report 
Submitted

186

Scope Review 
Count

4676

About OpenEden

OpenEden is building the bridge to a new financial system. Our 
mission is to bring real-world assets to DeFi to unlock trillions of 
dollars in value.



Scopes And Targets

https://github.com/
OpenEdenHQ/
openeden.vault.audit/tree/
d18288e944df21729b18d430b2af
ec2da99b6287

Contracts 
- OpenEdenVaultV4Impl.sol 
- KycManager.sol 
- DoubleQueueModified.sol

Smart contract Solidity

https://github.com/OpenEdenHQ/openeden.vault.audit/tree/d18288e944df21729b18d430b2afec2da99b6287
https://github.com/OpenEdenHQ/openeden.vault.audit/tree/d18288e944df21729b18d430b2afec2da99b6287
https://github.com/OpenEdenHQ/openeden.vault.audit/tree/d18288e944df21729b18d430b2afec2da99b6287
https://github.com/OpenEdenHQ/openeden.vault.audit/tree/d18288e944df21729b18d430b2afec2da99b6287
https://github.com/OpenEdenHQ/openeden.vault.audit/tree/d18288e944df21729b18d430b2afec2da99b6287


Payment Statistics

Rewards Distribution

50%

40%

30%

20%

10%

0%

40% for critical issues

30% for high issues

15% for medium issues

5% gas optimization issues, best practices

Budget

$5 000
Total paid out

$2 500



Findings

Valid Reports Statistics

6

Critical - 0

High - 1

Medium - 2

Low - 3

Informative - 0

Signal-to-noise ratio

Displays the ratio of the Valid 
reports and Received reports. Valid 
reports include Informative, 
Triaged, Paid, Resolved, Discosed 
statuses

11%



Findings list

OPENEDSC-153

Service Fee Claim Causes 
TBILL-USDC Depeg → DoS 
in `_deposit` 

High   22.07.2025 Resolved

OPENEDSC-171

Oracle Sandwich Attack 
Enables Risk-Free Arbitrage 
in T-Bill Vault

Medium   23.07.2025 Resolved

OPENEDSC-136

Processing and Cancelling 
Withdrawal Queue can be 
DoSed under certain 
conditions

Medium   22.07.2025 Resolved

OPENEDSC-156

BurnFrom Blocked for 
Banned Accounts → 
Locked Value & Under-
collateralization Risk

Low   22.07.2025 Resolved

OPENEDSC-154

Reissue Blocked for 
Banned Accounts → 
Upgrade Migration Breaks

Low   22.07.2025 Resolved

https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-153
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-153
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-153
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-171
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-171
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-171
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-136
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-136
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-136
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-136
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-156
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-156
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-156
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-156
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-154
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-154
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-154


OPENEDSC-177

Lack of USDC Peg and 
Price Freshness Validation 
in OpenEdenVaultV4 
Allows Share Inflation and 
Economic Exploitation 
During Depeg Events

Low   23.07.2025 Resolved

https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-177
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-177
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-177
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-177
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-177
https://dashboard.hackenproof.com/manager/companies/openeden/openeden-smart-contract-audit-contest/reports/OPENEDSC-177


Security researchers

Top hackers

@0xTonraq

0xTonraq
10 $720.23 1

@Riceee 5 $565.47 2

@c4a4d65b 3 $500 3

@nem0thefinder

Ahmed Naeem
11 $386.9 4

@c3phas 4 $65.47 5

https://hackenproof.com/hackers/0xTonraq
https://hackenproof.com/hackers/Riceee
https://hackenproof.com/hackers/c4a4d65b
https://hackenproof.com/hackers/nem0thefinder
https://hackenproof.com/hackers/c3phas


Conclusion

About OpenEden

The audit makes no statements or warranties on security of the code. 
It also cannot be considered as a sufficient assessment regarding the 
utility and safety of the code, bugfree status or any other statements 
of the contract.

It is important to note that you should not rely on this report only

- we recommend proceeding with several independent audits and a 
public bug bounty program to ensure security of smart contracts.

Technical Disclaimer

Smart contracts are deployed and executed on blockchain platform. 
The platform, its programming language, and other software related 
to the smart contract can have its vulnerabilities that can lead to 
hacks. Thus, the audit can't guarantee the explicit security of the 
audited smart contracts.


